Tiét 5
~ BAI 3: PHONG CHONG TE NAN XA HOQI O VIET NAM TRONG THOI
KY HOI NHAP QUOC TE
(2 tiét)
I. MUC TIEU
1. Kién thirc:

- Néu duge mot sb loai hinh toi pham va t¢ nan xa hdi; hinh thuc, cach thiuc
hoat dong cua cac loai t0i pham va t€ nan xa hdi, dac biét 1a tdi pham cong ngh¢
cao ¢ Viét Nam trong thoi ki hoi nhap quoc te.

- Néu dugc quy dinh cua phap luat vé phong chdng té nan xa hoi, phong
chong to1 pham cong nghé cao.

2. Nang lyc:

Nang luc ,chung: Nang luc tu hoc; Nang luc hop tac; Nang luc tham my;
Nang luc giao tiép.

- Nang luc so:

- Phan tich va danh gid duwoc d tin ciy cua cic ngudn théng tin vé an ninh
mang va t€é nan xa hoi trén cac cong thong tin dién tir va mang xa hdi. (1.2.NCla)

- Ap dung linh hoat céc bién phap biao mat nhu xac thuc hai Véu té, quan 1y
mat khau manh dé bao vé dir li€u ca nhan va danh tinh s trudc cac thu doan Itra
dao cong nghé cao. (4.2.NCla)

- St dung cOng nghé sd va mang xi hoi dé twong tac, chia sé thong tin tuyén
truyén, thuc hién trach nhiém cong dan trong phong chong t0i pham cong nghé cao.
(2.3.NCla)

- Nang luc tri tu¢ nhan tao (Al):

- 11.B2.1: Nhan biét va phan loai dugc cac rai ro hoac su cd lién quan dén
viéc st dung Al c6 thé din dén vi pham quy dinh cua nha trudong hodc cac vin ban
phap luat lién quan (nhu cong nghé Deepfake gia mao khudén mat/giong noi,
chatbot Itra dao).

- 11.C2.1: Trinh bay dugc cach AI hd trg qua trinh hoc tap va tim hiéu quy
dinh phap luat.

- 11.C3.1: Xac dinh va van dung dugc mot s6 k¥ thuat _prompt néng cao dé
tra ctru quy dinh phéap ludt va giai quyét cac bai tdp tinh hudng phong chéng toi
pham.

- Nang luc chuyén biét:

- Tuyén truyén cac bién phap phong, chéng, khong dé cac ddi twong pham
t01 moc nodi, 161 kéo ban than va gia dinh vi pham phép luat.

- Van dung dugc cac kién thirc da hoc vao trong cong cudc bao vé T6 quoc.



Muc tiéu diéu chinh cho hoc sinh khuyét tat (Khuyét tat van dong, Khuyét tat
noi):

+ Néu/chi ra dwoc mot sé loai tdi pham, té nan xa hoi va thu doan lira dao
qua mang o mirc do don gian thong qua hinh anh truc quan, the tu hodc cau hoi
lya chon Trdc nghiém/Dung-Sai.

+ Thuc hién twong tac, tra loi cdu hoi bciizg cach tl:Ch chon trén thié,t, bi 50,
gio thé dap an hodc chi tay thay cho viéc phat biéu truc tiép hay thao tac viét phirc
tap.

3. Pham chat:

- Xac dinh va thuc hién du;Q’c y thuc trach nhi¢m ctuia cong dan trong quan 1y,
xay dung va bao v¢ bi€n giodi qudc gia, gitr gin an ninh trat tu xa hoi.

II. THIET BI DAY HOC VA HOC LIEU

1. Giao vién:

- Chuan bi phong hoc, trang phuc cia GV va HS dtng theo quy dinh.

- Nghién ctru bai 3 trong SGK, may tinh nbi mang, may chiéu/bang twong
tac, cac phan mém/ung dung so (Padlet/Mentimeter, cong cu Al).

- Phiéu hoc tap, thé dap an/thé tir truc quan ho trg HSKT (van dong, noi).

2. Hoc sinh:

- Doc trude bai 3 trong SGK, chuén bj thiét bi di dong/may tinh c6 két nodi
mang (néu GV yéu cau).

III. TIEN TRINH DAY HOC

A. HOAT PONG MO PAU (5 phut)

a. Muc tiéu: Tao tdm thé cho hoc sinh di vao tim hiéu bai mdi; twong téc
thong qua moi truong sO dé nhan dién cac thu doan lira ddo truc tuyén phd bién
hién nay. (2.1.NCla)

- [Danh cho HSKT hoa nhdp]: Tham gia hoat dong khéi dong bang cach
quan sat hinh anh va tich chon dap an trén img dung hodc gio th¢ chon thay cho
viéc dung day phat biéu.*

b. Noi dung: Lam thu tuc 1én 16p; gidi thiéu ndi dung bai médi; Kiém tra bai
cli thong qua cau hoéi khoi dong.

c. San pham: Y kién dong gop cia HS trén tng dung sd, cau tra 1oi truc
tuyén cua HS.

d. T6 chtre thuc hién:

- Lam tha tuc 1én 16p: tén bai, muc dich yéu cdu, ndi dung trong tam, thoi
gian, t0 churc phuong phap.

- Gi6i thiéu bai méi thong qua phan khoi dong:



- GV huéng din HS truy cip dudng link hodc quét ma QR dé vao bang
twong tac Padlet, thuc hién chia sé va phén loai cic hinh thirc lira déo truc tuyén
theo nhém (lira ddo tai chinh, déanh cip thong tin, gid mao co quan chitc ning).
(2.1.NCla)

- GV str dung cong cu tuong tac truc tuyén (nhu Padlet hodc Mentimeter) dé
HS cung 1iét ké nhanh cac thu doan Itra ddo qua mang ma cac em da gap hoac biét
dén.

- [Danh cho HSKT hoa nhép]: GV phan cong ban cung ban hd tro HSKT
van dong thao tac bam gh(_)n trén dién thoai/may tinh; HSKT noi thyc hién tra 101
bang cach chi vao thé bi€u tuong tng vi loai hinh Itra dao.*

1. Ké tén mot s6 thu doan cua toi pham Itra ddo trén khong gian mang ma
em biét.

2. Em hay cho biét tac hai cia mét sd loai té nan x3 hoi & nudc ta hién nay.
B. HOAT PONG HINH THANH KIEN THUC MOI (30 phut)
Hoat dong 1: I. MOT SO NOI DUNG CO BAN VE TOI PHAM (15 phiit)

a. Muc tiéu: HS tim hiéu vé khai niém t01 pham, mot ) loai t§1 pham va
cach thuac hoat dong phé bién cua toi pham; truy cidp va duyét tim kiém thong tin
vé& quy dinh phap luit trén cic trang thong tin dién t chinh théng ctia Chinh ph.
(1.1.NCla) Phan tich va ddnh gi4 d0 tin cdy cua cdc ndi dung van ban phdp luat
thu thap duogc trén Internet. (1.2.NCla) Véan dung k¥ thut prompt nang cao dé tra
ctru van ban quy pham phap luat va so sanh cac loai vi pham phap luat. (11.C3.1,
11.C2.1)

- [Danh cho HSKT hoa nhp]: Nhén biét duoc khi niém toi pham va mot s
loai t01 pham pho bién thong qua bang tém tat ngan va hinh anh tryc quan.*

l?. Noi dung: HS doc SGK, str dung thiét bi sd va cong cu Al tra ctru, thdo
luan dé hoan thanh nhiém vu GV giao.

c. San pham: Bang tom tét hoic so do tu duy k¥ thuat sé tong hop khai niém,
cac loai td1 pham va céach thirc hoat dong pho bién.

d. T6 chtrc thuc hién:

HOAT PONG CUA HS - GV SAN PHAM DU KIEN
Buréc 1: Chuyén giao nhi¢m vu: I. MOT SO VAN PE CHUNG VE
GV yéu cau HS tra 161 cac ciu hoi: TQI PHAM

Cau héi 1: To1 pham 1a gi?

Cau hoi 2: Em hay néu mét sé loai toi
pham va cach thirc hoat dong phé bién
cua tdi pham?

GV huéng dan HS st dung thiét bi sb truy

1. Khai niém t¢i pham

- Toi pham 13 hanh vi nguy hiém cho x4
héi dugc quy dinh trong B6 luat Hinh
su, do nguoi ¢6 nang luc trach nhiém
hinh sy hodc phap nhén thuong mai

cAp vao cic trang web chinh thdng ciia
Chinh phu hoac Thu vién Phap luat dé tra
ctru chinh xac dinh nghia to1 pham theo

thuc hién mét cach c6 ¥ hodc vo y, xam
pham doc 1ap, chu quyén, thong nhat,

toan ven lanh tho T6 qudc, xdm pham




B6 luat Hinh su hién hanh. (1.1.NCla)
GV huéng dan HS thuc hanh dit cau 1énh
(prompt) nang cao trén cong cu Al: "Tém
tat cac dic diém chinh cua toi pham theo
B0 luat Hinh sy Viét Nam va so sanh vai
cac loai vi pham phap luat thong thuong,
trinh bay dudi dang bang" dé hd trg tong
hop thong tin. (11.C3.1, 11.C2.1)

Budc 2: Thue hién nhiém vu:

HS doc SGK, két hop tra ctru s6 va cong
cu Al dé chuan bi noi dung tra 10i.

HS dbi chiéu, phan tich va danh gia db tin
ciy cua ndi dung do Al cung cp so véi
SGK va vin ban phép luat chinh théng
trén Cong thong tin dién tir Chinh phu.
(1.2.NCla)

[Danh cho HSKT hoa nhdp]: HSKT theo
doi noi dung tom tit trén man hinh chiéu,
trd 101 cdu hoi bang phiéu hoc tdp trdc
nghiém dién tir hodc chi dinh déap dn ding
dudi sy hwdng dan ciia GV/ban cing ban.

Budc 3: Bao cao, thao luin:

Dai dién HS trinh bay cau tra 161 hoac
trinh chiéu so dd tu duy ki thuat sé tong
hop céc loai tdo1 pham; ca 16p nhan xét va
bd sung.

Budc 4: Két luan, nhin dinh:

GV két luan kién thirc, chdt cac ndi dung
trong tam.

HS nghe va ghi chép ¥ chinh.

ché d¢ chinh tri, ché d¢ kinh t&, nén vin
hoa, qudc phong, an ninh, trat tu, an
toan xa hoi, quyén, loi ich hop phap cua
to chirc, xam pham quyén con ngudi,
quyén, loi ich hop phap cta cong dan,
xam pham nhirng linh vuc khéc cua trat
tu phap luat xa hoi chi nghia ma theo
quy dinh cta B9 luat nay phai bi xtr ly
hinh su.

2. Mt s6 loai tdi pham

- Mot s6 loai toi pham hién nay nhu:
giét nguoi, ¢d ¥ gay thuong tich, cudp
tal san, trom cép tal san, mua ban trai
phép chit ma tuy, to chic dua xe trai
phép, danh bac, t6 chtrc danh bac,. ..

3. Cach thirc hoat dong pho bién ciia
cac loai tgi pham

- Cau két thanh cac bang nhom, t6 chuc
dé hoat dong.

- Str dung vii khi, cong cu, phuong tién
trong hoat dong pham toi.

- Hoat dong mang tinh luvu dong trén
pham vi nhiéu tinh, thanh phd, xuyén
qudc gia va co tinh chat quic té.

- St dung cong nghé cao trong qua trinh
hoat dong pham toi.

Hoat dong 2: II. PHONG, CHONG TOI PHAM SU DUNG CONG NGHE

CAO (15 phat)

a. Muc tiéu: HS néu duoc cac hinh thuc, tha doan cia toi pham cong nghé
cao va quy dinh phap luat vé phong chong td6i pham cong nghé cao; &p dung céc

bién phép an toan dé bao vé dit liéu ca nhan va danh tinh s6. (4.2.NCla) Sir dung
cong nghé so dé tuong tac, tuyén truyén trach nhiém cdng dan trong phong chong

to1 pham mang. (2.3.NCla) Nhan biét va phan loai duoc céac rui ro tur viéc lam
dung Al (nhu Deepfake, Chatbot Itra ddo) gy vi pham phép luét. (11.B2.1)

- [Danh cho HSKT hoa nhap]: Nhan dién dugc cac thu doan Itra ddo qua
mang don gian va néu dugc bién phap tu bao vé tai khodn ca nhan thong qua tranh

anh hodc phiéu trac nghiém.*




b. Noi dung: HS khai thac tai li€u, thao ludn nhém, phan tich tinh huéng
thuc t€ veé td1 pham cong nghé cao va giai phap bao vé dir liu.

c. San pham: Két qua thao luan nhom, danh sach cac giai phap an toan thong
tin cd nhan va quy tac phong tranh td6i pham cong nghé cao.

d. T6 chtrc thuc hién:

HOAT PONG CUA HS - GV SAN PHAM DU KIEN
Buéc 1: Chuyén giao nhiém vu: II. PHON G, CHONQ TOI
GV chia 16p thanh cdc nhém, giao nhiém vu thao PHAM SU DUNG CONG
luan: NGHE CAO

- Nhom 1, 2: Néu cac hinh thirc, thu doan hoat
dong phod bién cta toi pham cong nghé cao hién
nay.

- Nhom 3, 4: Néu cac quy dinh co ban cua phap
luat vé phong chdng t6i pham céng nghé cao va
trach nhiém cua hoc sinh.

GV yéu cau cac nhom tim hiéu va phan tich rui ro
lién quan dén viéc cac doi tuong xau st dung Al
(nhu gia mao khudn mat/giong noéi Deepfake) dé
Itra d4o chiém doat tai san. (11.B2.1)

GV huéng dan HS thao luan va dé xut cac bién
phap bao vé dit liéu c4 nhén, danh tinh s (mat
khau manh, bao mat 2 16p, khong chia s¢ OTP) dé

1. Mot s6 hanh vi vi pham
phap luat sit dung cong nghé
cao

- Lira ddo chiém doat tai san trén
khong gian mang.

- Panh cép, mua ban, st dung
trai phép thong tin, dir 1i€u ca
nhan.

- Phat tan phﬁn mém doc hai, tAn
cong mang, pha hoai hé théng
thong tin.

- Gi1d mao cac co quan nha nudc,
t6 chirc, ca nhan (stir dung Al

khong bi tdi pham mang loi dung. (4.2.NCla)

Budc 2: Thue hién nhiém vu:

HS trong nhom thao lun, tong hop ¥ kién vao
phiéu hoc tap hodc bai trinh chiéu.

HS thiét ké mot thong diép tuyén truyén sd ngan
dé thuc hién trach nhiém cong dan trong viéc
canh bao t01 pham cong nghé cao trén mang xa
hoi. (2.3.NCla)

[Danh cho HSKT hoa nhdp]: HSKT tham gia
nhém bang cach dan thé bai tdp, chi tay chon cdc
biéu twong hanh vi an toan/khéng an toan trén
khong gian mang duoi sy tro giup cua ban hoc.

Budc 3: Bao cao, thao luin:

Dai dién cac nhom bao céo két qua thao luan.

Céac nhom khac lang nghe, phan bién va dong gop
¥ kién.

Budrc 4: Két luin, nhan dinh:
GV nhan x¢&t thai d6 lam viéc, danh gia két qua

Deepfake tao hinh anh, giong
noi gia) dé lua ddo.

2. Quy dinh ciia phap luét vé
phong, chdng tdi pham cong
nghé cao

- Trich dan céc diéu luit co ban
trong Luat An ninh mang va Bo
luat Hinh su vé xtr 1y vi pham
trén khong gian mang.

3. Trach nhiém cia hgc sinh
- Chap hanh nghiém cac quy
dinh cua phap luat vé an ninh
mang.

- Bao vé mat khau, thong tin ca
nhan va tai khodn so.

- Tich cyc tuyén truyén, canh
bao thu doan tdi pham cho
ngudi than va cong dong.

- T4 giac kip thoi cac hanh vi vi




thdo luan cia cac nhom, chot lai nd1 dung kién

thirc trong tam.

pham phap luat trén khong gian
mang té1 co quan churc nang.

a. Muc tiéu:

- HS hiéu dugc khéi niém t0i pham
cac quy dinh phap luat vé xur 1y td61 pham

cong nghé cao, cach thirc hoat dong va
cong ngh¢ cao; biét thuc hién céc bién

phap bao mat thong tin ca nhan va phong tranh ltra dao trén khong gian mang.

(42.NCla)

- Phan tich duoc cac rai ro tiém an khi doi tuong XAu str dung Al tao sinh dé

Itra ddo chiém doat tai san. (11.A2.1)

- [Danh cho HSKT hoa nhdp]: Chi ra dwoc 2-3 quy tdc an toan co ban khi
dung mang xda hoi (khong chia sé OTP, khong click link la) thong qua bang tranh
minh hoa; HSKT noi/vdan dong co thé thue hién bcfng cach chi vao the tranh hoac
dung bang dap an PUNG/SAI dudi su ho tro ciia ban hoc.

b. NO1 dung: HS quan sat video, phan tich céac kich ban Itra ddo thuc té, thao
luan quy tac bao mat thong tin va tac dong ctua Al

c. San pham: Cau tra 16i ctia HS vé phuong thirc phong chong toi pham cong

nghé cao va bang quy tic an toan thong tin ca nhan.

d. To chirc thyc hién:

HOAT PONG CUA HS - GV SAN PHAM DU KIEN
Budc 1: Chuyén giao nhiém vu: 1. PHONG, CHONG TOQI PHAM
GV yéu cau HS tra 10 cac cau hoi: SU DUNG CONG NGHE CAO

Cau hoi 3: Thé nao 14 toi pham st dung
cong nghé cao? Em hiy néu mot sd cach
thirc hoat dong pho bién va mot sb hanh vi
pham t0i cua tdi pham st dung cong ngh¢
cao.

Cau héi 4: Em hay néu cac quy dinh cta
phap luat vé phong chéng t6i pham sir
dung cong nghé cao va cac hanh vi bi
nghiém cam?

GV trinh chiéu video clip minh hoa vé mot
vu an t0i pham cong nghé cao dién hinh.
GV phan tich rui ro tiém an khi t6i pham
Itra ddo str dung cong nghé Al tao sinh
(nhu Deepfake tao hinh anh/giong no1 gia
mao, chatbot Itra dao) dé chiém doat tai
san (11.A2.1).

GV huéng dan HS phan tich cac ki thuat
tAn cong phi k¥ thuat (Social Engineering),
kich ban Itra dao (phishing, link doc hai,
chiém doat tai khoan) va thuc hanh xay

1. Khai niém t¢i pham sir dung cong
nghé cao

- To1 pham st dung cong ngh¢ cao la
hanh vi nguy hiém cho xa hoi do nguoi
c6 nang lyc trach nhi€ém hinh sy thuc
hién bang viéc ¢b ¥ sir dung tri thirc, k¥
nang, cong cu, phuong tién cong nghé
thong tin ¢ trinh d§ cao tac dong trai
phap luat den thong tin s dugc luu trix,
xir 1y, truyén tai trong h¢ thdng may
tinh, xdm pham dén trat ty an toan
thong tin, gy ton hai loi ich cia Nha
nuée, quyén, loi ich hop phéap cua cac
t chtrc, c4 nhan va theo quy dinh cua
B6 luat Hinh su phai bi xtr 1y hinh su.

2. Mt s6 hanh vi pham tdi sir dung
cong ngh¢ cao ¢ Viét Nam hién nay
- Ltra ddo chiém doat tai san trén khong

gian mang.




dung quy trinh xtr Iy khi bi 16 thong tin ca
nhén, thuc hién quy tic "vang" bao vé di
li€u ca nhan nhu khong chia sé OTP, bat
xac thuc 2 16p. (4.2.NCla)

Budc 2: Thuwe hién nhiém vu:

HS theo doi video, thao luan nhém phan
tich phuong thirc gay an va cac giai phap
phong tranh.

[Danh cho HSKT hoa nhdp]: HSKT duwoc
cung cdp phiéu hoc tap in san cdc quy tic
an toan, HSKT chi can tich chon dap dn
PUNG/SAI hodc sir dung bang thé chir

PUNG/SAI dé tra loi (déc biét phit hop voi

HSKT khuyét tdt noi/van dong) duwoi sy tro
giup cua ban hoc.

Budc 3: Bao cao, thio luin:

Pai dién cac nhom trinh bay két qua phan
tich kich ban lira dao va cach phong chéng.
HS dé xuét cc bién phap bao vé danh tinh
s6 va thuc hién trach nhiém tuyén truyén
phong chdng toi pham céng nghé cao
trong nha trudong va cong ddng.

(2.3.NCla)

Budc 4: Két luin, nhin dinh:

GV chét lai cac quy tic "vang" dé bao vé
an toan thong tin ca nhan trén moi truong
s0.

HS nghe va ghi chép cac quy dinh phap
luat quan trong.

- Panh bac, t6 chirc danh bac trén
khong gian mang.

- M61 gid1 mai dam trén khong gian
mang.

- Loi dung cac quyén tu do, dan chu
xam pham 1¢1 ich cia Nha nudc,
quyén, loi ich hop phap cua t6 chuc, ca
nhan.

- Lam, tang trir, phat tdn hoac tuyén
truyén thong tin, tai liéu, vat pham
nham chéng Nha nudc Cong hoa x3 hoi
chu nghia Vi¢t Nam.

3. Quy dinh ciia phap luat vé phong
chong tdi pham sir dung cong nghé
cao

- M6t s6 hanh vi vi pham phap luat vé
phong, chdng t6i pham sir dung cong
nghé cao bj nghiém cam:

+ San xuét, mua ban, trao doi hodc
tang, cho cong cu, thiét bi, phén mém
dé str dung vao muc dich trai phap luat.
+ Phat tan chuong trinh tin hoc gay hai
cho hoat dong ciia mang may tinh,
mang vién thong, phuong tién dién tir.
+ Can tré hodc gay rdi loan hoat dong
clia mang mdy tinh, mang vién thong,
phuong tién dién tir.

+ Pua hodc stir dung trai phép thong tin
mang mdy tinh, mang vién thong.

+ Xam nhap trai phép vao mang may
tinh, mang vién thong hoic phuong
ti¢n dién tur cua nguoi khac.

+ Sir dung mang may tinh, mang vién
thong, phuong tién di¢n tir thuc hi¢n
hanh vi chiém doat tai san.

+ Thu thap, tang tri, trao ddi, mua ban,
cong khai hoa trai phép thong tin vé tai
khoan ngan hang.

+ St dung trai phép tan sb vo tuyén
dién danh riéng cho muc dich cap ctru,
an Foém, tim kiém, ctru ho, ctru nan,

quoc phong, an ninh.

C. HOAT PONG LUYEN TAP




a. Muc tiéu:

- Cung c6 kién thuc, gitip hoc sinh luyén tip va khic sau cac kién thuc da
hoc vé phong chong tdi pham st dung cong nghé cao.

- Phan tich va danh gia do tin cay cua céc thong tin, hinh anh, 4m thanh gia
mao trén khong gian mang d€ phong tranh rui ro Itra ddo. (1.2.NCla)

- Nhan biét va phér} 1c~)ai d}rqc céc rui ro hodc su ¢ lién quan dén viée sur
dung Al (Deepfake) co6 thé dan dén vi pham quy dinh ctia nha trudng hoac céac van
ban phap luat lién quan. (11.B2.1)

- [Danh cho HSKT hoa nhdp]: Néu dwoc it nhat 1-2 hanh vi vi pham phap
ludt vé cong nghé cao théng qua viéc lwa chon phiwong dn dung trén phiéu hoc
tdp/bang tra loi chon dap an A/B/C/D, khéng bdt budc phdt biéu bang 16 néi.

b. N6i dung:

- HS phan tich tinh huéng video/am thanh gia mao (Deepfake), thdo luan yé
trach nhiém dag dtrc ctia nguoi tao ra cong cu Al va cach thirc nhan dién cac dau
hiéu gid mao dé phong tranh rui ro.

- HS tham gia trd choi tric nghiém trén nén tang Kahoot hodc Quizizz dé
luyén tap nhan dién cac hanh vi vi pham phap luat vé t6i pham cong ngh¢ cao va
tra 101 cau hoi: Ké tén cac hanh vi vi pham phap luat vé phong chdng toi pham sir
dung cong nghé cao?

c. San pham:

- Két qua thao luan tinh hudng Deepfake va cu tra 10i hoan thanh bai tap/trd
choi trac nghiém ctia hoc sinh.

d. T chirc thuc hién:

Hoat dong cia gido vién Hoat dong ciia hoc sinh
Buéc 1: Chuyén giao nhiém vu - HS lér}g nghe, quan sat video
- GV dua ra mdt tinh hudng video/am thanh gia tinh huong va nhan nhi¢m vu tur
mao (Deepfake) va yéu cau HS thdo luan vé giao vién.

trach nhiém dao dic ctia nguo1i tao ra cong cu All- Chuén bi thiét bi di dong/may
nay va nhan biét, phan loai cac rti ro lién quan  [tinh ¢6 két néi mang dé san sang
dén noi dung do Al tao sinh dé phong tranh vi  tham gia trd choi tric nghiém truc
pham phap luat va rui ro lira dao (11.B2.1). tuyén.

- GV t6 chuc trod choi tric nghiém trén nén tang
Kahoot hodc Quizizz dé HS luyén tap nhan dién
cac hanh vi vi pham phép luét vé toi pham cong
nghé cao.

- [Danh cho HSKT hoa nhdp]: GV cung cdp
bang lwa chon dap an A/B/C/D hodc thé quan
sdt cho HS khuyét tit néi/vin déng dé tham gia
chon ddp dn ma khéng gdp tré ngai vé giao tiép.

Budc 2: Thue hién nhiém vu - Sir dung thiét bi sb dé truy cip




- GV theo dbi cac nhom thao luan vé tinh hudng
Deepfake, goi y cac déu hi¢u nhén biét gia mao.
-GV diéu ph01 tro choi trac nghiém trén nén
tang tryc tuyén, theo doi tién do va két qua tra
101 cia HS.

ung dung Kahoot/Quizizz va thuc

hién thao tac tuong tac tra 1oi cac

cAu hoéi tric nghiém luyén tp.

(2.1.NCla)

- Cac nhom thao luan nhanh vé
trach nhiém dao duc khi stir dung
cong nghé Al tao sinh.

Budc 3: Bao cao, thiao luan

- GV khai quat lai nhitng ndi dung chu yéu cua
bai hoc, nhadn manh ndi dung trong tam cua bai
khot goi cau tra 101.

- GV goi dai dién HS tra 101 cau hoi: Ké tén cac
hanh vi vi pham phép luat vé phong chong toi
pham st dung cong ngh¢ cao.

- HS theo ddi bang xép hang tro
choi tric nghiém.

- Pai di¢n HS trinh bay cau tra 101
va y kién thao luan vé tinh hudng
Deepfake.

- [Danh cho HSKT hoa nhadp] :
HS thuc hién gio the dap dn hodc
chi vao bang lya chon dé tra loi
cdu héi (danh cho HS khuyét tit
noi, van dong).

Budc 4: Két ludn, danh gia

- GV nhan xét két qua trd choi tric nghiém,

tuyén duong cac HS/nhom HS c6 két qua tot.

- GV chét lai ndi dung kién thirc vé nhan dién

hanh vi vi pham phép luat va cac bién phap
hong tranh rui ro trén khong gian mang.

- HS lang nghe, ghi chép cac ndi
dung trong tam vao vé.

D. HOAT PONG VAN DUNG

a. Muc tiéu:

- Hoc sinh vén dung nhitng kién thirc d3 hoc vao giai quyét cac nhiém vu
thuc tién vé phong chong tdi pham st dung cong ngh¢ cao.

- Tao lap va chinh sira noi dung san pham truven thOong sd (Infographic,

Podcast hoic Video ngin) tuyén truyén quy tic (me xir vin minh va an toan trén

khéng gian mang. (3.1.NCla)

- Str dung cong cu Al (nhu Canva Magic Design, CapCut Al) hd tro thiét ké

va bién tap ndi dung san pham tuyén truyén phong chéng lira ddo mang mot cach
an toan, hiéu qua va co6 trach nhiém. (11.C2.MR1)

- [Danh cho HSKT hoa nhap]: Tham gia vao nhom thiét ké san phcfm truyén
thong s6 voi cac nhiém vu phii hop kha nang van dong va giao tzep (sueu tam hinh

danh, chon mau sdc, nhdp liéu van ban ngdan) va hoan thanh phiéu hoc tdp cd nhan
o murc do co ban (5-6 cdu hoi).

b. N¢i dung:
- Thiét ké mot san pham truyén thong so (Infographic, Podcast hodc Video
ngin dudi 1 phut) trén cac nén tang tryc tuyén (Canva, CapCut) thé hién quy tic



ung xUr van minh va an toan trén khong gian mang, tuyén truyén cach phong chong

Itra ddo mang cho nguodi than va cong dong.

- HQC sinh V@n dung kién thirc da hoc
nghiém vé phong chong to1 pham sir dung cong

c. San pham:

dé hoan thanh phiéu bai tap tric
nghé cao.

- San pham truyen thong s6 (Infographic, Podcast hodc Video ngin) do céc

nhom hoc sinh thiét ké.

- Phiéu hoc tap gdm cau tra 10 trac nghiém da hoan thanh cua hoc sinh.

d. T6 chirc thuc hién:

Hoat dong ctia giao vién

Hoat dong cia hoc sinh

Buéc 1: Chuyén giao nhiém vu

- GV giao nhiém vu thuc hién du 4n nho theo
nhom: Sir dung céc nén tang truc tuyén tich
hop Al (Canva, CapCut) dé sang tao mét san
pham truyén thong s6 (Infographic, Podcast
hoic video ngin duéi 1 phat) thé hién quy tic
ung xur van minh, an toan trén khéng gian
mang va tuyén truyén cach phong chdng toi
pham cong nghé cao. (3.1.NCla)

- GV hudéng dan HS dit cau 1énh (prompt) co
ban cho Al dé goi v ¥ tudng kich ban va tyu
dong tao bd cuc thiét ké nhanh chong.
(11.C2.MR1)

- GV chuan bi phiéu hoc tap gém 10 cau hoi
trac nghiém dé danh gia mic do hicu bai cua
hoc sinh ngay tai 16p.

- [Danh cho HSKT hoa nhap]: GV phan cong
ban hoc hé tro HSKT (khuyét tdt vin dong/noi)
thao tac trén may tinh/dién thoqi; diéu chinh sé
lirong cdu héi phiéu bai tdp (5-6 cdu mirc d¢
nhdn biét) va hé tro ky thudt khi can.

- HS tiép nhan nhiém vu du an
truyen thong s6 va phiéu hoc tap tir
giao vién.

Budc 2: Thue hién nhiém vu

- GV t6 chitc cho HS 1am phiéu hoc tap tric
nghiém tai 16p.

- GV huéng dan cac nhom phan cong nhiém
vy, lén ¥ tudng kich ban/ndi dung cho san
pham truyén thong sb dé thuc hién ngoai gio
hoc.

- HS hoan thanh céc cau hoi tric
nghiém trong phiéu hoc tap.

- Cac nhom hop tac phan cong
nhlem VU, su: dung céc phidn mém

sb truc tuyén va cong cu Al dé

thiét ké, bién tip sin phim tuyén

truyén an toan mang. (2.4.NCla)

- [Danh cho HSKT hoa nhap] :
HSKT hé tro nhém tim kiém hinh
anh, dong gop y kién bang chir viét

(néu kho noi) va thuc hién cac thao




tdac chinh swa don gian duoi sy tro
giup cua cac ban trong nhom.

Budc 3: Bao cao, thio luan - HS nép phiéu bai tap cho GV.

- GV thu phiéu hoc tap cta HS. - Cac nhom ndp san pham truyén

- GV huéng dan cic nhém chia sé duong link  thong s6 1én hé thong luu trit dung
san pham truyén théng s 1én khong gian luu  thoi gian quy dinh.

trlt chung cua 16p (Google Drive/Padlet) sau
khi hoan thanh. (2.2.NCla)

Buoc 4: Két luan, danh gia - HS lang nghe it kinh nghiém dé
- GV nhan xét chung vé thai d6 lam viée cia  hoan thién san phém du an.

HS, danh gia so bd két qua lam phiéu hoc tap
va dua ra tiéu chi cham san pham truyén thong
sO.

HUONG DAN VE NHA

- Dan do HS hoc bai cii, hoan thién san phém van dung truyén thong s6 theo
nhom.

- Poc va tim hiéu trudc ndi dung bai hoc moi.
- Nhén xét, rat kinh nghiém budi hoc.

RUT KINH NGHIEM BO SUNG

- Kiém tra sy s6, vat chat: ...

- Noi dung bai day: ...

- Phuong phap giang day: ...
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