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Chii dé 2: MANG MAY TiNH VA INTERNET
BAI 9: AN TOAN TREN KHONG GIAN MANG
Mon: Tin hoc — Lép: 10 - Thoi gian thuc hién: 2 tiet: 9, 10

I. MUC TIEU
1. Kién thirc:
- Néu duoc nhirng nguy co va tac hai khi tham gia cac hoat dong trén internet mot cach thiéu
hiéu biét va bat can.
- Néu dugc mot vai cach phong vé khi bi bét nat trén mang, biét cach bao vé dir liéu ca nhan.
- Trinh bay duoc so luge vé cac phan mém xau (ma doc).
2. Nang lue:
2.1. Nang lyc chung:
- Nang luc ty chu, ty hoc: HS ¢6 kha nang tu doc SGK, két hop voi goi y cia GV dé tra 101
cac cau hoi.
- Ning lyc giao tiép va hop tac: HS 1am viéc theo nhoém dé giai quyét nhiing yéu cau cia GV.
- Ning lyc sang tao va giai quyét van dé: HS tra 10i cac cau hoi ciia GV va bo sung, dua ra
mot s6 vi du minh chtng lién quan dén ndi dung bai hoc.
2.2. Nang lyc chuyén moén: Nang lyc Tin hoc
- Nlb: Hiéu khai niém, co ché pha hoai, 13y lan ctia phan mém doc hai va cach phong chdng.
2.3. Ning luc so:
-1.1.NC1b: Ap dung dugc k¥ thuat tim kiém dé lay dugc di liéu, thong tin va ndi dung trong
moi trudng sb.
-4.1.NCla: Ap dung duogc cac cach khac nhau dé bao vé thiét bi va noi dung $6.
- 4.1.NC1b: Nhan thtrc duoc su da dang cua cac rai ro va de doa trong mdi trudng sé.
2.3. Nang luc AI:
- 10.C3.2. Thyc hanh dat prompt giai quyét mot sd van dé gan giii trong cudc séng, hoc tap
mot cach hi¢u qua.
3. Pham chit:
- Nhan 4i: Thé hién su cam thong va sin sang giup d& ban trong qua trinh thao luan nhom,
san sang chia sé san pham ctia minh cho cac ban gop ¥, danh gia va tham khao.
- Trung thyc: That tha, ngay thang trong qua trinh hoc tip va 1am viéc nhom; 1én an sy gian
1an cta cac nhoém (néu co).
- Trach nhiém: C6 tinh than trach nhiém v&i nhiém vy, hoan thanh béo cdo dé dua ra két qua.
- Cham chi: Cham hoc hoi, c6 tinh than tu hoc; nhiét tinh, nang nd trong hoat dong nhom.
II. THIET BI DAY HQC VA HQC LIEU
1. Thiét bi day hoc: May tinh, tivi (may chiéu), bang phu (néu c6)
2. Hoc li€u:
- Hoc sinh: SGK Tin hoc 10, SBT Tin hoc 10.
- Gi4o vién: Ké hoach bai day, phiéu giao nhiém vu (phiéu hoc tap), phiéu danh gia két qua
thuc hién ctia nhom va mot so tai liéu co lién quan.
II1. TIEN TRINH DAY HQC
1. Hoat dgng 1: KHOI PONG (10 phut)
a. Muc tiéu: Hoc sinh duogc goi md nhiéu van dé vé an toan trén khong gian mang.



b. Noi dung: HS xem video vé thuc trang mat an ninh mang do tin tic tan cong.

c. San pham HS tra 101 duoc ciu hoi vé an trén khong gian mang, nhin biét dwgc mang ciing
13 noi day rdy nhitng cam bay.

d. T6 chirc thuc hién:

¢ Giao nhiém vu:

- GV cho HS quan sat doan video (doan video s& duoc 10ng ghép trong bai giang dién tur
trinh chiéu cho HS xem) va yéu cau HS tra 10i cau hoi: "Nhitng hdu qud do mdt an ninh mang
(tin tdc tan cong) dwoc dé cdp dén trong video trén la gi?"
(https://www.youtube.com/watch?v=IIDXSrTX4T8)

¢ Thuc hién nhiém vu: HS quan sat, nghién ctru SGK, suy nghi cau hoéi cuia GV dua ra.

¢ Bao cao, thao luan:

- GV goi mot sb6 HS tra 101, HS khac nhéan xét, bd sung:

+ Dit liéu quan trong bi ddnh cdp.
+ Khi mét chiéc mdy tinh vin phong ciia co quan nha nwée bi hack, c¢é thé dan téi vién
canh hé thong may tinh ciia ca mot thanh phé bi tin tdc "bdt céc tong tién".

¢ Két luan, nhin dinh:

- GV danh gia két qua ctia HS, trén co s¢ d6 dan dét HS vao bai hoc méi.

Khéng gian mang (Internet) la mét méi truong rat mo. Trén mang moi nguoi cé the lién lac,
chia sé thong tin voi nhau mot cach dé dang nhung chinh diéu do lai bi nhitng ke xdu loi dung
khién mang ciing la noi day rdy nhitng cam bay Vay ching ta can tw bdao vé minh nhir thé nao,
bai hoc ngay hém nay sé givip chiing ta tim hiéu van dé nay - Bai 9: An toan trén khong gian
mang.

2. Hoat ddng 2: HINH THANH KIEN THUC MOI (60 phit)

2.1. Mgt s0 nguy co' trén mang (20 phut)

a. Muc tiéu:

- HS nhan biét dugc nguy co khi giao tiép trén mang trong mot s6 tinh hudng cy thé.

-4.1.NC1a: Ap dung duoc cic cach khac nhau dé bao vé thiét bi va noi dung s0.

b. Noi dung: HS doc SGK va tra 161 cau hoi, thao luan nhom xay dyng kién thirc bai méi, lam
Hoat dong 1, ciing ¢ bang cach tra 161 Cau hoi va bai tap cung ¢b 1,2.

c. San phdm: HS néu dugc mot s6 nguy co khi giao tiép trén mang trong mot sé tinh huéng
cu thé..

d. Té chirc thuc hién:

¢ Giao nhiém vu:

- GV chia 16p thanh 4 nhom, tham khao SGK, lién hé thyc tién dé thao luan.

- GV phat phiéu hoc tap cho cac nhém va yéu cau cac nhom thao luan.

PHIEU HQC TAP SO 1
Cau héi Phan tra loi

Cau 1: Hay thdo Iudn va cho vi du | ...coooiiii e
minh hoa vé nhitng nguy co 6 thE KR | .....oooueienet e
én Internet d&:
8. KBt AN,
b. Xem tin tlC. |
C. Tl cac phAn MEM. | L
CAu 2: Em hay néu mot SO MUY CO | evvnreeneee e,
thudng gdp trén ManG". | e eieeeiiieeaiaannn
Cau 3: Trinh bay caAc bi€n phadp bA0 V& | ...eoiiii e,
thong tin CANhAN. | e
Cau 4: Trinh bay cac bi€n phap phong | .....ooviiii e,
chdng hanh vibat nat. | L




¢ Thuc hién nhiém vu:
- HS thao luan nhém, suy nghi dé tra 161 cac van dé duoc GV dua ra (HS dp dung diroc
cdac bién phap bao vé thong tin ca nhan).
- HS suy nghi, doc SGK.
-GV ho tro, quan sat.
¢ Bao cao, thao luan:
- Pai dién nhoém trinh bay.
- M6t sb HS khac nhéan xét, bd sung cho ban.
- HS tra 16i cau hoi cua GV dé xay dung bai.
¢ Két luan, nhan dinh:
- GV chdt lai kién thirc bai hoc can ndm (chi ghi bai & nhitng y chinh).
1. MOT SO NGUY CO TREN MANG
+ Mang la méi trieong giao tiép nhanh chéng, thudn tién nhung dn chira nhiéu nguy co gdy
mdt an toan thong tin.
+ Chi truy cdp cac trang web tin cdy, hay canh giac voi cac thong tin gia, lia dao.
+ Hay gitr bi mat thong tin ca nhan.
+ Chi nén két ban véi nhitng ngueoi quen biét trong mang xa héi. Khi bi bat nat, hdy chia sé
Vi nhitng ngueoi than hodc thay co.
+ Khéng nén sir dung Internet qud nhiéu.
2.2. Phan mém ddc hai (20 phit)
a. Muc tiéu: Gitp HS nhén biét phan mém doc hai va cach phong tranh.
b. Noi dung: HS doc SGK va tra 161 cau héi, thao ludn nhom xay dung kién thirc bai hoc.
c. San phdam: Hs biét dugc cac phan mém ddc hai, tac hai va cach phong chong cac phan mém
doc hai.
d. Té chirc thuc hién:
¢ Giao nhiém vu:
GV dat van dé: C6 mot thoi, virus may tinh 12 ndi de doa thudng xuyén voi nguoi ding
may tinh dén muc mdi khi may tinh tryc trac, nguoi ta déu cho 1a do virus.
PHIEU HQC TAP SO 2

Céu 1: Em hiéu gi vé virus may tinh? C6 phai tat ca phan mém ddc hai déu 1a virus?

Cau 2: Trinh bay su hi€u biét cia em vé cac phan mém doc hai theo bang sau

Tén phian mém Tinh hoan chinh Co ché lay nhiém Tac hai
Virus
Worm
Trojan

¢ Thuc hién nhiém vu:
- Cac nhom thao luan dé hoan thanh yéu ciu cua GV dua ra.
- GV quan sat, theo ddi cdc nhom va hd trg cac nhom khi cin thiét.
¢ Biao cao, thao luan:
+ HS: Ling nghe, ghi chi, mot HS phat biéu lai cac tinh chat.
+ Céac nhoém nhan xét, bd sung cho nhau.
¢ Két luin, nhan dinh:
- GV chinh x4c hoa va goi 1 hoc sinh nhéc lai kién thirc
- GV chét lai kién thirc bai hoc can ndm (chi ghi bai & nhitng y chinh).



2. PHAN MEM DOC HAI

a. Tim hiéu vé virus, trojan, worm va co ché hoat dong

Phan mém doc hai la phan mém viét ra véi y 6 xdu, gdy ra cdc tdc dong khéng mong muon.

b. T4c hai cua phén mém doc hai

Virus va worm la cac phan mém déc hai ¢é kha nang ldy nhiém. Trojan la phan mém néi
gidn dé an cdp thong tin va chiém doat quyén trén may.

c. Phong chong phan mem doc hai

-Pé phong ngira phdn mém déc hai, khéng ldy tir trén mang hodc sao chép qua cac thiét bi
nho nhitng phan mém minh khong biét ré. Khi nhdn dwoc email hay tin nhdn cé lién két, néu
khéng ré vé nguon goc thi khéng nén mé.

- Hay sir dung cdc phan mém chéng phan mém déc hai dé bdo vé may tinh.

2.3. Thye hanh (20 phut)

a. Muc tiéu: Biét st dung cac phan mém phong chéng virus.

b. Noi dung: HS quan sat SGK dé tim hiéu noi dung kién thtrc theo yéu cau ctia GV.

c. San pham: HS hoan thanh tim hiéu kién thtec.

d. Té chirc thuc hién:

¢ Giao nhiém vu:

GV néu van dé: Thiét 1ap cac lua chon va quét virus véi Windows Defender.
¢ Thuc hién nhiém vu:

+ HS: Suy nghi, tham khao sgk tra 161 cau hoi.

+ GV: quan sat va trg giap cac cap.
¢ Bao cao, thao luan:

+ HS: Lang nghe, ghi cht, mot HS phét biéu lai cac tinh chat.

+ Cac nhom nhan xét, bo sung cho nhau.
¢ Két luén, nhan dinh:

GV chinh x4c héa va goi 1 hoc sinh nhic lai kién thirc.

3. THUC HANH

Dung phan mém phong chdng virus Windows Defender.

Phan mém Defender Firewall dugc tich hop san trong hé diéu hanh Windows phién ban 10,
tw dong chay ngam dé bao v¢ cac may tinh dung hé diéu hanh Windows. Defender ty dong cap
nhat cic mau virus méi mdi khi hé diéu hanh dugc cap nhat (theo tién ich Windows Update)

Nhiém vu: Thiét 13p cac lya chon va quét virus voi Windows Defender.

Huéng dan.

Buée 1: T nut Start chon Setting (c6 thé dung cach nhanh hon 1a g chitr “Defender” vao
hop tim kiém nam & thanh trang thai), man hinh xuét hién tuong tu nhu sau:

€ Setngs = o x
@ Home Windows Security
Find 2 setting g ] Windows Secunty is your home o view and manage the
securty and health of your device
Update & Security ‘Open Windows Security
C Windows Update Protection areas

2. Chon
Virus & threat
protection

L3 Defivery Optimization

1. Chon
Windows
Security

T Rackp

& Troubleshoot

D Fucovery

Hinh 8.1, Truy cdp chuc ndng bdo vé chang virus

Burée 2: Thuc hién cac thao tac nhu huéng dan ¢ Hinh 9.1 s& xuét hién ctia s6 nhu Hinh 9.2.



Current threats: thong ké nhitng nguy co tim thay trong thoi gian gan nhat khi cac tép duoc
quét kiém tra.

Quick scan: néu nhdy vao nut ndy phan mém s& quét tit ca cac tép chuong trinh & cac thu
muc ma virus thuong 1ay nhiém.

Buée 3: Quét virus. Ta c6 thé nhay vao nit Quick scan hodc vao Iya chon Scan options dé
lwa chon kiéu quét va quét.

Trong Scan options, ta co thé Iwa chon cac kiéu queét, co bon lya chon:

1. Quét nhanh (Quick scan): quét cac thu muc cé nguy co cao.

2. Quét hét (Full scan): quét tat ca cac dia.

3. Quét theo yéu cau (Custom scan), chi quét trén mot thu myc nao d6. Khi d6, Defender s& yéu
cau chi ra thu muc em mudn quét.

4. Quét ngoai tuyén (Windows Defender Offine scan). Chung ta s& khong ban dén lira chon nay
vi n6 1a truong hop doi hoi nhitng hiéu biét rat sau.

Sau khi chon mot lya chon, nhdy nat Scan now va doi két qua.

Néu dang lam viéc & thu muc ma mudn quét thu muc d6 thi khong can truy cap vao Defender,
ta cO thé nhay nut phai chudt vao tén thu muc dé xuit hién bang chon tat, chon 1énh Scan with
Microsoft Defender (Hinh 9.4).

Olltwit 3 Scan with Windows Defender...
Perflogs A VGVN; occres;lo e >

Program Files Restore previous versions

Program Files
% Combine files in Acrobat...
ProgramDats

Hinh 9.4. Truy cép nhanh lénh quét trén thu muc
3. Hoat dong 3: LUYEN TAP (15 phut)
a. Muc tiéu:
- Cuing cd, luyén tap kién thtrc vira hoc.
- 4.1.NC1b: Nhan thtrc dugc su da dang cua cac rui ro va de doa trong moi truong $6.
b. Noi dung: HS doc SGK lam céc bai tap.
c. San pham: Bai 1am cta hoc sinh, ki nang giai quyét nhiém vu hoc tap.
d. T6 chite thuc hién:
¢ Giao nhiém vu:
GV cho HS tré 161 cau héi:
1. Em hiy ké ra cac nguy co mat an toan khi tham gia cic mang x4 hoi.
2. Em hay ké ra nhitng truong hop c6 thé bi nhiém phan mém doc hai va bién phap phong,
chéng twong tmg.
¢ Thuc hién nhiém vu: HS suy nghi trd 161 cau hoi (HS nhan thire dwoc cdc rui ro, nguy
co mdt an todn trong méi trieong so khi tim hiéu vé nhitng nguy co trén Internet.).
¢ Bao cao, thao luan:
+ HS: Lang nghe, ghi cht, mot HS phét biéu lai cac tinh chat.
+ Cac nhom nhan xét, bo sung cho nhau.
¢ Két luin, nhan dinh:
- GV nhéan xét, danh gia cau tra 161 cua HS.



Cau 1: M6t s6 nguy co mat an toan khi tham gia cac mang XH:
- C6 thé bi mao danh, bj loi dung 1am diéu x4u.
- C6 thé bj bét nat nhu vu khéng, xuc pham...
- C6 thé bi hoi ching nghién mang.
Cau 2: Mot so truong hop co thé bi lay nhiém phan mém doc hai va cach phong chdng:
- Cai phin mém ma ldy tir mot ngudn ndo d6 ma khong rd ¢ an toan hay khong.
- Nhay vao cac duong lién két ma khong rd ¢6 an toan hay khong.
- Sir dung phan mém hé thong ma khong c¢6 ban quyén.
- Khong dung phan mém chéng doc hai.
4. Hoat dong 4: VAN DUNG (5 phut)
a. Muc tiéu:
- Van dung cac kién thurc vira hoc quyét céc van dé hoc tap va thuc tién.
- 1.1.NC1b: Ap dung duogc k¥ thuat tim kiém dé 13y duoc dit liéu, thong tin va ndi dung
trong moi truong so.
- 10.C3.2. Thuc hanh dat prompt giai quyét mot s6 van dé gan gili trong cudc sdng, hoc tap
mot cach hi¢u qua.
b. Noi dung:
- GV giao bai tap vé nha cho HS thuc hién.
- GV danh gia chung két qua thuc hién nhiém vu cta cac nhom trong sudt qué trinh hoc Bai 9.
c. San pham: HS van dung céac kién thirc vao giai quyét cac nhiém vu dit ra.
d. Té chire thuc hién:
¢ Giao nhiém vu:
1. Em hay tim hiéu qua Internet cac cach thiic tin cong tir chdi dich vu.
2. Em hay tim trén mang thong tin vé worm, ké mot worm véi tac hai cta né.
Thuc hanh dat prompt giai quyét van dé kiém chimg 2 bai tap trén.
¢ Thyec hién nhiém vu: HS vé nha 1am bai tap GV giao.
+ Bao cao, thao luan: Tiét hoc sau, HS sé& ndp vo lai dé GV kiém tra két qua thuc hién nhi¢m
vu cua HS
¢ Két luén, nhin dinh:
- GV danh gia két qua thuc hién nhiém vu cua nhitng HS duoc goi kiém tra vo (tiét hoc sau).
- GV danh gia, nhan xét chung két qua thuc hién nhiém vu ciia cac nhoém trong sudt qua trinh
thyc hién nhiém vu. Tuyén duong, khen thuéng cac nhém co két qua tHt.
- GV chét lai kién thic:
Ciu 1: Tan cong tir chéi dich vy pho bién 14 tin cong tir chdi dich vu phan tan: 1a kiéu tin cong
str dung nhiéu may tinh phéi hop dé lam té liét mot hé thdng may cung cap dich vu bang cach
lam né qua tai.
Céc cach tan cong tur chéi dich vu: Tan cong tu chdi dich vu phan tan, lam sai 1éch hé théng tén
mién dé doi hudng truy cép dich vu.
Cau 2: Cac form: sau Melissa, Code Red va Wanna Cry... C6 mot s6 sau khac nhu Love Letter,
Slammer, Sobig, Stuxnet.

PHU LUC PAP AN CAC PHIEU HQC TAP
PHIEU HOC TAP SO 1

CAu héi Phan tra 1oi

Cau 1: Hay thao luan va cho | - Lura dao trén mang.

vi dy minh hoa vé nhing nguy | - Tin gia va tin phan van hoa.
co co thé khi 1én Internet dé: | - Lo thong tin ca nhan.

a. Két ban.

b. Xem tin tirc.

c. Tai cdc phan mém




Cau 2: Em hdy néu mét sb
nguy co thuong gdp trén

- Tin gia va tin phan van hoa.

- Ltra ddo trén mang.

mang". - L6 thong tin ca nhan.
- Bt nat trén khong gian mang.
- Nghién mang.
Cau 3: Trinh bay cac bi¢n | Cdc bién phdp bao vé thong tin cda nhan:

phép bdo vé thong tin ca nhan.

+ Khong ghi chép thong tin cd nhin ¢ nhitng noi ma nguoi khac

c6 thé doc.

+ Giit cho may tinh khong bi nhiém cac phdn mém gian diép.
+ Can trong khi truy cap mang qua wifi cong cong vi hau hét
nhirng tram wifi cong cOng khong ma hoa thong tin khi truyén.

Céau 4: Trinh bay cac bién
phap phong chong hanh vi bat

nat.

Mot s6 bién phap phong chong hanh vi bdt nat:
+ Khong nén két ban d€ dai qua mang.

+ Khong tra 16i thu tir hay tin nhan, khong tranh luan véi ké bat

nat trén dieén dan.

+ Hay luu giit tat ca cac bang ching.
+ Hay chia sé v61 bé me hoac thay co.
+ Khi su viéc nghiém trong hay bao cho co quan cong an kem

theo bang ching.

PHIEU HQC TAP SO 2

Cau 1: Em hi€u gi v€ virus may tinh? C¢6 phai tat ca phan mém doc hai déu la virus?

Virus la nhiing doan chuong trinh khong tu chay ma phai chén vao chuong trinh khac dé chay
dugc. khi chay no vira gay ra tdc dong xau dugc tinh truoc vira tao ra co ché dé lay.

Céu 2: Trinh bay su hiéu biét ciia em vé cac phan mém ddc hai theo bang sau

Tén Tinh hoan chinh Co ché ldy nhiém Tac hai
PM
Virus | Mot doan ma gén vao | Khi chay tao ra ban sao | Gay nhiéu loan hoat dong cua
mot chuong trinh | dé gan vao cac chuong | may tinh thdm chi lam hong dit
m&i ¢6 thé thi hanh. | trinh khéc liéu, tuy nhién khong c6 kha nang
chu dong lay lan sang may khac
néu khong trao d6i dir liéu
Worm | Mot chwong trinh | Dan dy, Ira nguoi dung | Gay nhiéu loan hoat dong cua
hoan chinh. tai vé may. may tinh tham chi 1am hong dir
Loi dung cac 16 hong bao | liéu. Lay lan nhd méi trudng
mat cua phﬁn mém hé mang nén pham vi tdc dong rat
thong ( HPH, webserver) | 1n.
Trojan | Mot doan mi an dé | Khong chu trong tinh 13y | An cip thong tin.

danh cap thong tin.

lan, co thé tan dung co
ché tuong ty nhu worm
dé cai dat. Co thé bi cai
dit tryuc tiép.

Chiém doat quyén sir dung may
tinh.




